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Cyber Resilience Act (Draft)

General Safety Regulation (EU 2019/2144)

Cyber Resilience Act – Annex III (Draft)
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ISO TC22/SC32/WG11 Road vehicles – Cybersecurity
Current Projects
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Cybersecurity Assurance 

Levels (CAL) and Targeted 

Attack Feasibility (TAF)

› Technical alignment on the 

concepts of CAL and TAF

› Objectives for Attack 

Feasibility

› Prepare benefits, 

expectations, use cases and 

constraints

› Kicked of November 2022

ISO/SAE PAS 8475

Cybersecurity verification 

and validation

› Disambiguation of 

Verification and Validation in 

the context of Cybersecurity

› Objectives of Cybersecurity 

Verification and 

Cybersecurity Validation

› Planning of V&V activities, 

incl. supply-chain 

considerations

› Preparation of corresponding 

TR project planned for mid 

2023

ISO/SAE PWI 8477

Security Requirements and 

Evaluation Activities for 

connected vehicle devices

› Following ISO/IEC 15408 

framework

› Procedures to develop 

accurate security 

requirements and objective 

evaluation criteria

› Kick-off in May 2022, 

Release planned for March 

2025

ISO/IEC 5888

Harmonization of terms 

between Safety (ISO 26262) 

and Cybersecurity /ISO/SAE 

21434)

› Analyse potential 

harmonisation between 

ISO/SAE 21434 and other 

relevant ISO standards

› Harmonisation could be 

included in a future version of 

ISO/SAE 21434 and/or other 

relevant ISO standards and 

documents.”

› Keep track of any standards 

and regulations that could 

affect ISO/SAE 21434.

TF Harmonization
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2022 2023 2024 2025 2026

UNR.155

Milestone 1

UNR.155

Milestone 2

China Type Approval

Release

China Type Approval

Milestone 1

China Type Approval

Milestone 2

RE-D DA

Release

RE-D DA

Enforcement

CRA

Release

CRA

Enforcement

ISO/SAE PAS 8475

Kick-off

ISO/SAE PAS 8475

Release

ISO/SAE TR 8477

Kick-off

ISO/SAE TR 8477

Release

ISO/SAE 21434

Kick-off

ISO PAS 5112

Release
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