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ross border data flows
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A Roadmap for Cross-Border

environment

D a t a F I OWS Allow for the possibility of future

alternative models (such as
04 federated learning models and data
trusts) that can also fulfil the spirit

of cross data Aows.

Hardwire accountability
between nations

02

Economic Ferum Establish a level of
data protection

Source: Warld

Establish cooperation mechanisms
between national authorities to hold
governments accountable for the
security and confidentiality of the
data they share, while making
allowances for compliance.

Establish national lagal
frameworks that protect data
of private individuals.
Complemeant this with laws
that protect proprietary rights.
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Prioritize connectivity, technical
01 03 interoperability, data portability
Allow data to flow Prioritize and data provenance
by detault cybersecurity S o
Pricritize the development of the connectivity
Prohibit data localization Enact transparent infrastructure as a prerequisite to building a local data
requirements except in very eybersecurity legislation in economy, encourage technical standards to increase '; E D B
specific circumstances in order line with international norms interoperability, facilitate data portability at the B2B
to create regulatory certainty and maintain robust data level to support SMEs, and encourage data publishers A AT Shehs
for businesses. security infrastructure. to ensure data integrity. BﬂH RAI N
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Data flow across continents
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Data Governance Framework

Data Governance Office and Policy

Data Quality Management — Automation and Operations

Data Dictionary, Business Glossary and Metadata Management

Data Catalog

Data Lineage

Data Privacy and Security
MDM and Reference Data

DG DG Prioritization Framework DQ Rules Repository
A sets Metadata Mgmnt Framework Business Glossary Template

DG Metric with Business KPIs Data Dictionary Template




Data Governance & Best Practices

Strategic

Governance Strategy and Vision
Layer

Business as usual

. Alerting and
o cetaoa). | spevmcy | w
Governance Data Monitoring

and Innovation

Stewardship Stewardship ! ! Access & f K
core layer Data Quality Data Lineage Metadata HELE LS

Change Management
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Enabler

People & Culture Process and Operating Model Tools and Technology

Information Life Cycle Management
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As of January 2022, the Netherlands come in hot
at second place of top data breaches in
Europe with 92,657 reports

Dutch municipality Assen, an employee had
sent a file containing 330 persons'’
personal data to the wrong email

An unsecured server resulted in the
exposure of 3 terabyte of data including

airport employee records In 2014, hackers gained access to databases
of sensitive data via credentials of 3 employe
of ebay



Differential Privacy (DP)

Achieved by introducing some noise which is enough to
De finition protect privacy and at the same time limited enough so that
the provided information is still useful.

Allow data analysts to build accurate models without
Goal sacrificing the privacy of the individual data points.




How DP Works

Untrusted
Aggregator

private
answer

* Introduces privacy loss parameter (€) to the dataset. This
adds randomness to data.

pnvate
Trusted

Curator

* A high value of € means more accurate but less private data

Untrusted

* Noise can be added to data and/or algorithm E 5 Querier
: : raw data
E Data generators E Data generators
oo leope) 4 oo lpeople) )
Local privacy Global privacy

Image Credit : Bennett Cyphers




Value generation with synthetic data

Any data algorithmically generated approximating original data.

Motivation:

DO §

Safety and Privacy

Industry Collaboration

Responsible Al

Create safe datasets that retain the same insights and statistical
integrity equivalent to original data source

Develop cross-domain Al use cases to drive industry
collaboration

Drive responsible Al practices through balanced synthetic
datasets or de-bias datasets for ML/Al model testing

Defend against re-identification and joinability attacks.



What is Privacy in Data?

Privacy Enhancing Techniques by

technology
» Differential Privacy
Privacy by design s FEderated AnaIYSiS

* Data minimization
* Purpose Limitation
e Security(technical

A

\

How data is legally
collected or stored.

Threats to Privacy:
 Malware

S~

organizational) @

I

* Non-secure third-party services
e Data Breaches

Whether or how data is shared
with third parties.

Misuse of Personal data

N

v
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sell the information on
the dark web

to carry out financial or
identify fraud

Selling of information to
Marketing firms

charge a ransom to
safely return it to the
victim.

Regulatory
restrictions such
as GDPR, HIPAA, G
LBA, or CCPA.

fractabee


https://www.varonis.com/blog/gdpr-requirements-list-in-plain-english/?hsLang=en
https://www.varonis.com/blog/hipaa-compliance/?hsLang=en
https://www.varonis.com/blog/we-need-to-talk-about-gramm-leach-bliley-glb-the-safeguards-rule-will-be-changing/?hsLang=en
https://www.varonis.com/blog/california-consumer-privacy-act-ccpa?hsLang=en

Undue
advantage
to privileged

group

Privacy-
utility
tradeoff

Privacy

budget

needs
tweaking

Fairness
getting
impacted

Change in
distribution




Encourage states to develop
plans for the regulation and
exchange of different types of data

Give people greater voice
and greater control over
their data

Delineate how nations
should or should not respond
to state actions that distort
cross-border data Aows

A New Approach
Gnvermng

F‘*f‘. Cross-border

Data Flows

Provide cla rity on what types
of practices should be banned
because they are trade-distorting




Data Privacy and localization

Data Residency Data Sovereignty

e Data stored in e Data is subject e Copy of data to
geographical to law of the be held within
location of country where country’s
choice it is stored border for ease

of auditing



Data

Protection
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Accuracy

Accou ntability Lawfulness ~.

m .
Integrit;r and Purpa&e Limitation

Confidentiallty
Storage Limitation

@

Data Minimization

Transparency



Need for data governance and standards

* Integrity: All actors within the program should act honestly and be forthcoming about things like constraints, challenges, and other
impacts of data governance decisions.

* Transparency: Processes should be clear and transparent to both participants and auditors in how practices and controls will be
introduced and implemented.

* Auditability: Data Governance activities should be auditable and accompanied by documentation to support compliance-based
and operational auditing requirements.

* Accountability: You need to define accountabilities for cross-functional and data-related decisions, processes, and controls. Know
where the buck stops.

* Stewardship: Know, assign, and delegate governance stewardship activities that are the responsibilities of both individual
contributors and data stewardship groups.

* Checks & balances: Introduce checks and balances between business and technology teams, creators and collectors of data, and
anyone who uses or manages information.

» Standardization: Your Data Governance program’s focus should be on introducing and supporting the standardization of enterprise
data.

* Change management: Support proactive and reactive change management activities throughout the processes, from working with
data to personnel best practices.



* Centralized policies and systems reduce IT costs
related to data governance

e Data standards allow for better cross-functional
decision making and communication

Benefits Of * Compliance audits are easier to manage, and
compliance standards are easier to maintain

data

* Business intelligence for short and long-term

gove rnance planning, including mergers and acquisitions,
gets fuel from data

* Data growth is controlled and organized '

 Stable data makes adapting to new data and
privacy legislation easier /

o




Why data

governance

Management: Fortop management this will
ensure the oversight of corporate data assets,their
value and theirimpact on the changing business
operations and market opportunities

Finance: For finance,this willsafeguard consistent
and accurate reporting

Sales: Forsales and marketing,this willenable
trustworthy insight into customer preferences and
behavior

Procurement: For procurement and supplychain
management,this will fortify cost reduction and
operationalefficiency initiatives based on
exploiting data and business ecosystem
collaboration

Production: For production,this willbe essential
in deploying autom ation

Legal:Forlegaland compliance,this willbe the
onlywaytomeetincreasing regulation
requirements



Data People &

Data Data Data

Governa nce Organizational Bodies Stakeholders Sovernance Stewards

Rules &

Rules of <
Engagement To
Achieve
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Success
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and Measure,

Processes

Business / IT Processes That Touch Data Management

Definition:

Data Governance is the exercise of decision making
and authority for data-related matters.

It's a system of decision rights and accountabilities
for information-related processes, executed
according to agreed upon models which describe
who can take what actions with what information

and under what circumstaces, using what methods.

Processes for governing how data is used, and when, and by whom
1. Aligning Policies, Requirements & Controls 7. Issue Resolution

2. Establishing Decision Rights 8. Specifying Data Quality Requirements
3. Establishing Accountability 9. Building Governance into Technology
4, Performing Stewardship 10. Stakeholder Care and Support

5. Managing Change 11. Stakeholder Communications

6. Defining Data 12. Measuring and Reporting Value
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