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Security situation for railways during 
the pandemic
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Security Issues for railways during the pandemic 
in 2021
Cyber incidents

Aggressions towards staff  : “covid fatigue”
• have increased for 72% of responders since November 2020
• Post Covid-19: expected to be stable

Pickpocketing 
• has remained stable or decreased 
• Post Covid-19: expected to rise

Metal theft 
• has remained stable or decreased during the Curfews. It is increasing since 

May 2021 for some of the responders
• Post Covid-19: few responders expect any change

Irregular migration : Post Covid-19: expected to rise



Update on UIC security activities
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 New Publication available
 Organisation of security for major events at link

 UIC Security Hub
 about 20 new security solutions updated

since last year

 Latest surveys (available on the hub)
 Unattended items
 Use of on-board cameras
 Migration : effect on the rail sector
 Use of body cameras

https://uic.org/IMG/pdf/2021_uic_security_platform-human_factors-security_of_major_events-final.pdf
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n=18

June 2021 – UIC Security weeks

Main priorities:

• Security by design 

• Security of station

• Cybersecurity Awareness 

• Training for staff



7Next Security platform event

 16th UIC World Security Congress  to be held online 
on 8-9 December 

 2 online sessions

 Security organization during major events
 Organization of security during major events
 Lessons learned from UIC members

 Emerging Threats
 CBRN threats 
 Cyber-Physical threats 

 Online registration at https://uic.org/events/16th-uic-world-
security-congress

https://uic.org/events/16th-uic-world-security-congress
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Thank you for your attention 
For further information:

 UIC website (Security activity): https://uic.org/security

 Security private workspace: http://extranet.uic.org (Around 1000 
documents available)

 Rail Security HUB  : https://railsecurityhub.org (more than 80 
security solutions available)

 Contact: Security@uic.org

Presenter
Presentation Notes

 

https://uic.org/security
http://extranet.uic.org/
https://railsecurityhub.org/
mailto:Security@uic.org


Stay in touch with UIC: 

Thank you for your attention.
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