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Abstract. Remote access is a promising tool for broadening the access to microdata

without violating confidentiality requirements. In a remote access setting the user sub-

mits queries to a system provided by the statistical agency and only the results of the

queries are reported back to the user. Since no direct access to the data is granted, gen-

erally no alteration of the underlying microdata is required. Still, remote access bears

the risk of disclosing sensitive information even though the actual data are not directly

available. Most disclosive queries are easily detected and can be suppressed by the system.

However, more complex procedures such as multivariate analyses can also lead to a breach

of confidentiality if applied in a sophisticated manner to exploit certain features of the

data.

In this paper we illustrate how an intruder could employ commonly used factor analysis to

obtain sensitive information regarding the underlying microdata. We present the general

concept and evaluate the approach using a German establishment survey, the IAB Estab-

lishment Panel. We find theoretical and empirical evidence for a high risk of disclosure

from factor analysis.

1 Introduction

Statistical analyses via remote access seem to offer both, preservation of confiden-
tiality and unlimited use of the data. But even though the list of allowed queries is
generally limited in a remote access setting to avoid disclosure from simple attacks
like maximum queries, some attacks are harder to detect especially if these attacks
are based on multivariate analysis. One of the more prominent examples is the
disclosure risk from linear regression. Gomatam et al. (2005) describe two possible
strategies that an intruder with background knowledge about some of the survey
respondents can apply to obtain any sensitive information contained in the dataset
regarding these survey respondents. Bleninger et al. (2011) further formalize these
strategies and apply them to a German establishment survey. They find that very

1



limited background information is necessary to obtain exact information on sensi-
tive attributes in the dataset. Since the risks from linear regression are well known
in the SDC community, the current implementations of remote access already take
measures to ensure that these strategies cannot be applied. However, this highlights
the essential dilemma of the remote access environment: Possible intruder strategies
need to be known in advance to enable the implementation of counter strategies.
Remote analysis servers try to circumvent this dilemma by only allowing computa-
tions that are considered save under all circumstances. But as a consequence the
set of allowed queries will be very limited and many users will find this set to be too
limited to answer their respective research question. Thus, for most researchers full
remote access is the only viable solution. In this context, full remote access would
mean that only those queries that are known to be disclosive would be prohibited.
But implementing such a fully automated approach would mean that all potentially
risky queries are known in advance so that the number of suppressed queries can be
kept at a minimum. This is an ambitious goal and it is not clear whether this goal
can ever be achieved.
In this paper we provide one example of a multivariate analysis for which the po-
tential risk of disclosure is anything but obvious: factor analysis. Factor analysis
is very popular in the social sciences serving to a wide range of explorative and
confirmatory tasks and it would be a severe drawback of remote access if this kind
of analysis would not be possible. On the other hand, as we will illustrate in this
paper, there is a risk of disclosure if unrestricted factor analysis is allowed.

The remainder of the paper is organized as follows: Following a brief descrip-
tion of the method, we provide a short overview of different estimation procedures
for factor scores. Section 4 demonstrates that there is a risk of disclosure for all
these approaches if a single variable is uncorrelated with the other variables used
in the factor scores analysis. The empirical example in Section 5 shows that such
a correlation structure is not uncommon in practice and once the ”appropriate” set
of variables is selected, it is possible to estimate the true values for every record in
the dataset very precisely for the variable of interest. The data for this empirical
illustration are taken from the IAB Establishment Panel, a survey conducted by the
Institute for Employment Research in Germany. The paper concludes with some
final remarks.

2 Some basic facts on factor analysis

Consider a set of m random variables η = (η1, η2 . . . , ηm)′ with E[η] = µη , cov[η] =
Σηη for which n observations are available leading to the (n × m) data matrix
Y = (y1,y2, . . . ,ym). The factor model seeks to explain the m variables by a set of
p < m “common factors” f = (f1, f2, . . . , fp)

′ through the linear model

η − µη = Λ f + u (1)
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where Λ is the (m × p) factor loading matrix and u is an m-dimensional vector of
“specific factors” with

E[u] = 0 , cov[u] = Ψ =

 ψ1

. . .

ψm

 .

Since the factors are assumed to be orthogonal with cov[f ] = I as well as independent
from u, we obtain the so-called “fundamental equation”

Σηη = ΛΛ′ + Ψ .

Let F be the the (n× p)-matrix of realized factor scores which is related to the data
matrix Y by the equation (McDonald and Burr, 1967, p. 384)

Y −M = FΛ′ + U. (2)

which implicitly defines the (n×m) matrix M by

M = ιn ⊗ µ′η .

Here ιn is an n-vector of ones and ⊗ denotes the Kronecker product. We will call
(2) the “empirical factor model” whereas (1) will be called the “theoretical factor
model”.
If the estimated matrix Λ has a block-diagonal structure, particular factors can be
related to a subset of the vector η which helps to interpret these factors. In addition,
it is possible to rotate the factors to attach factors more clearly to certain variables
and to facilitate their interpretation.

3 Estimation of factor scores

This section provides a short review of the four different approaches that are dis-
cussed in the literature for obtaining factor scores (see Ronning and Bleninger (2011)
for a more detailed review that also presents the derivations for all estimators). In
the following we assume that the factor loading matrix Λ is known or rather has
been estimated in an earlier step. Hence the resulting estimates of f depend on the
method by which the factor loading matrix was determined. In all cases Λ, resp.
its estimate Λ̃, represents the original or the rotated factor loadings. We will only
present the results for the empirical model (2) since this will be the relevant model
for our disclosure risk evaluations in the following sections. Derivation of the results
for the theoretical model (1) is straightforward.
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3.1 Least squares solution

The theoretical factor model (2) can be seen as a regression model with unknown
vector F which can be estimated by least squares. The resulting estimator is

F̂ LS = (Y −M) Λ̃ (Λ̃
′
Λ̃)−1 . (3)

Horst (1965) seems to have been one of the first using this approach (McDonald and
Burr, 1967, p. 386).

3.2 Bartlett’s method

Considering the non-scalar structure of the covariance matrix Ψ, a generalized least
squares formula seems more appropriate:

F̂BA = (Y −M) Ψ̃−1 Λ̃ (Λ̃
′
Ψ̃−1Λ̃)−1 . (4)

Note that in this case the matrix Ψ has to be determined in advance, too. This
method has been proposed by Bartlett (1937). Fahrmeir et al. (1996, p. 648 and
690) remark that (4) can be regarded as a Maximum Likelihood estimator when
normality for η is assumed. Non-normally distributed variables in η lead to Quasi-
Maximum Likelihood estimation of loadings and scores, being still asymptotically
normally distributed and consistent.

3.3 Thomson’s method

The method is attributed to both Thomson (1939) and Thurstone (1935). Thurstone
(1935) has derived factor scores from the requirement that the estimated factor score
f̂j is as close to the ”true” factor score fj as possible for j = 1, ..., p. He considers
the linear estimator

f̂j = a′j (η − µ)

for which the mean-squared error should be minimized with respect to the vector
aj (see Ronning and Bleninger (2011) for details). With this approach, the factor
scores in the empirical model are given by:

F̂ TH = (Y −M) Ψ̃−1 Λ̃
(
Λ̃
′
Ψ̃Λ̃ + Ip

)−1
, (5)

3.4 Principal component analysis

Of course, the principal component approach can also be used to estimate the factor
scores: If we consider the spectral decomposition of the covariance matrix

Σηη = Q Θ Q′ ,

the principal components pj, j = 1, . . . ,m, are given by the matrix(
p1, p2, . . . , pm−1, pm

)
= P = YQ =

(
Yq1, Yq2, . . . , Yqm−1, Yqm

)
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where the columns qj are the characteristic vectors of the covariance matrix whereas
the diagonal matrix Θ contains the characteristic values. Usually, only the principal
components corresponding to the largest characteristic values are used since they
represent “maximal variation”. The matrix P can be seen as the matrix of estimated
factors, i.e.,

F̂PC = P . (6)

For more details see any textbook on multivariate analysis, e.g., Press (1972).

4 Disclosure risk from factor analysis

In this section we will illustrate, under which scenarios the factor scores disclose
sensitive information. We show analytically that a severe risk of disclosure exists,
if a set of variables can be identified in the dataset that is (nearly) uncorrelated
with the variable of interest. For concreteness let us assume that η1 is the variable
in question so that the covariance matrix may have the following block diagonal
structure:

Σηη =

(
σ11 0′

0 Σ22

)
(7)

where Σ22 is the (m−1)×(m−1) covariance matrix of the remaining m−1 variables.
Clearly, this leads to a factor loading matrix with a first factor “loading” only on
the first variable and the remaining p− 1 factors having zero loading weight on this
variable. Note that this implies

(Λ′Λ)
−1

=

(
1 0′

0 (Λ′2Λ2)
−1

)
, (8)

where Λ2 is the (m− 1)× (m− 1) loading matrix of the remaining m− 1 variables.
Substituting (8) into (3) for the least-squares solution and into (4) for Bartlett’s

method, we obtain identical results regarding the uncorrelated variable (the deriva-
tions are presented in the Appendix)

F LS = FBA =

 1 ·

 y11 − µ1
...

yn1 − µ1

 f2 , . . . , fp

 .

Therefore for both, the least-squares solution and Bartlett’s method the first
factor f1 is identical (up to an additive constant) to the data vector y1 and it will be
easy for the intruder to derive the values for y1 at least approximately since comput-
ing the mean of a variable will usually be allowed in a remote access environment.
Note that only the first factor f1 is identical for the least-squares solution and for
Bartlett’s method. The estimated factors for j = 2, ..., p will generally differ for the
two methods.
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For the solution of Thomson/Thurstone we obtain a slightly different result
(again, derivations are presented in the Appendix):

FTH =

 1
1+ψ1

·

 y11 − µ1
...

yn1 − µ1

 f2 , . . . , fp

 .

The results show that in this case the estimated factor f1 differs not only by an
additive constant; additionally the multiplicative factor 1/(1 + ψ1) has to be taken
into account. If ψ is small or the estimate of ψ used in the computation is available,
disclosure risk again is high.

Finally for the principal component approach one of the characteristic values,
say θj, equals σ11. The corresponding characteristic vector then must satisfy qj =
(1 0 . . . 0)′.Therefore, the corresponding principal component is given by

pj = Yqj = y1

so that in this case the data vector y1 is exactly reproduced by the principal compo-
nent. It should be noted however that θj is not necessarily the largest characteristic
value (see Ronning and Bleninger (2011) for a formal proof). Since usually only the
principal components corresponding to the largest characteristic values are used in
practice, extracting the vector for components corresponding to small characteristic
values might be suspicious and agencies might prevent some attacks based on this
approach if only the components corresponding to the largest characteristic values
can be retrieved.

5 Empirical Evidence

5.1 The data

The IAB Establishment Panel is a nationwide annual survey of establishments in
Germany conducted by the Institute for Employment Research (IAB). It includes
establishments with at least one employee covered by social security and contains
business-related facts (e.g. management, business policy, innovations), a large num-
ber of employment policy-related subjects (e.g. personnel structure, recruitment,
wages and salaries) and various background information (e.g. regional information,
industrial sector). For further description see Fischer et al. (2008) and Kölling
(2000).
The IAB collects the data under the pledge of confidentiality. Additionally, German
law restricts the release of data from public administrations to avoid the disclosure of
sensitive information. Therefore direct access to the survey for external researchers
is only granted at the research data center (RDC) of the IAB. Alternatively re-
searchers can submit queries to the RDC that are run on the original data by the
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Table 1: Variables used in the factor scores model
variable ρ(lgturn, yj)

turnover from sales after taxes on the log scale (lgturn.) 1.0000
investments in EDP, information and communication technology
equipment (inv.)

0.0587

total number of civil servant aspirants (asp.) 0.0082
total number of vacant positions for unskilled, low-, semi-, and
skilled workers (vac.w.1)

0.0536

number of vacancies reported to employment agency for unskilled,
low-, semi-, and skilled workers (vac.w.2)

0.0374

number of vacancies reported to employment agency for qualified
employees (vac.em.)

0.1193

employees with wage subsidies (sub.) 0.0984
employees older than 50 with wage subsidies (sub.50) 0.0513

staff of the RDC. Only the results are reported back to the researchers after the
output has been carefully checked for confidentiality violations. Currently all confi-
dentiality checks are performed manually, but remote access is seen to be the gold
standard for data providers. We therefore assume in the following that a remote
access that doesn’t restrict factor analysis is already implemented at the RDC.
For our empirical evaluations we use the cross-section from the year 2007 of the sur-
vey. All missing values in this dataset are replaced by single imputation and treated
like observed values. See Drechsler (2011) for a description of the imputation of the
missing values in the survey. The sensitive variable to be disclosed is the turnover
from an establishment’s sales after taxes. Thus we exclude all non-industrial orga-
nizations, regional and local authorities and administrations, financial institutions,
and insurance companies. The remaining dataset includes 12,814 completely ob-
served establishments.

5.2 Estimation of factor loadings

Since the very skewed distribution of the turnover variable generates some outliers
among the factor scores, we transform the variable according to

lgturni = log(turnoveri + 1)

before the factor analysis. The transformed variable is approximately normally
distributed, leading to approximately unbiased and consistent Maximum Likelihood
estimation of the corresponding loadings and scores for Bartlett’s method.

In order to successfully apply the approach outlined above we need to identify
variables that are (nearly) uncorrelated with this variable. It should not be difficult
for an intruder to obtain this information because correlation matrices are usually
not considered to provide a high risk of disclosure. Table 1 lists the eight variables
that we used in the factor scores model together with their empirical correlation with
the log-turnover (ρ(lgturn)). Of course the assumption of zero correlation underlying
the results in Section 4 is unrealistic for real data settings but the correlations in
Table 1 are small and we will see that the originally reported turnover can still be
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Table 2: Rotated Matrix Λ̃ of estimated loadings
factor 1 factor 2 factor 3 factor 4

lgturn. 0.0202 0.0360 0.9867 0.1406
inv. -0.0046 0.0019 0.0326 0.1888
asp. 0.0002 0.0051 0.0105 -0.0167
vac.w.1 0.9879 0.0134 0.0267 0.0487
vac.w.2 0.9325 0.0090 0.0089 0.0673
vac.em. 0.0796 0.0742 0.0853 0.2194
sub. 0.0166 0.7933 0.0719 -0.0100
sub.50 0.0041 0.9958 0.0088 0.0471

estimated almost exactly under this scenario.
Usually the number of factors p is evaluated using a screeplot (Fahrmeir et al.,

1996) which in our example would suggest extracting only two factors. In our
application we choose p = 4 purposefully since only this number of factors leads to
one factor solely loading on the turnover variable. We rotate the factors according to
the Varimax-criterion (Kaiser, 1958) to further increase the loading on the turnover
variable for this factor. Table 2 presents the loading matrix Λ̃ of the rotated factors.
The third factor loads primarily on turnover and thus this factor model is ideally
suited for a disclosure attack.

5.3 Estimation of factor scores

In the next step, we estimate the matrix of factor scores F̂ based on the rotated load-
ings from Table 2. We limit our evaluation to Bartlett’s (4) and Thomson’s solution
(5) for brevity. We note that the least squares solution and principal component
analysis will provide similar results. Once we estimated the score values, we obtain
the estimated values for the transformed turnover variable by adding its mean to
all the factor scores based on the assumption that the mean of the (transformed)
variable is available in remote access. To approximate turnover on the original scale,
we transform the obtained values according to

ˆturni = exp
{

ˆlgturni

}
− 1 .

We note that the transformation will lead to a small bias in the estimated turnover
since in general E(log yi|xi) 6= logE(yi|xi). To evaluate how close the resulting
estimate is to the reported turnover, we use the difference between reported and
estimated turnover relative to the reported turnover

δi =
ˆturni − turni
turni

, i = 1, . . . , n .

The two leftmost panels in Figure 1 show scatter plots of these differences for
Bartlett’s (left panel) and Thomson’s method (middle panel) respectively. In the
scatter plots the establishments are ordered from largest to smallest.

Looking at the scatter plots, we find that using Bartlett’s method the estimated
turnover is very close to the true turnover for all establishments. The relative differ-
ence δ is close to zero for all establishments and even for the largest establishments,
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Figure 1: Relative differences δi between the true turnover and the turnover esti-
mated from the factor scores obtained through Barlett’s method and Thompson’s
method with/without correction.

the estimated turnover never differs more than ± 6% from its true value. The rela-
tive difference is less than ±0.1% for more than 97% of the establishments.
For Thomson’s method we find a clear trend in the relative difference between the
reported turnover and the estimated turnover. The turnover derived from the factor
scores overestimates the true turnover for the smallest establishments. This effect is
continuously decreasing and the turnover is underestimated for large establishments.
This is not surprising if we note that we obtained our estimate for turnover by adding
the sample mean to the factor scores without correcting for the multiplicative factor
1/(1 + ψ1). Thus, assuming that y1 is the turnover variable, the difference between
the estimated and the reported turnover is given by

ŷ1 − y1 =
ψ1

1 + ψ1

 µ1 − y11
...

µ1 − y1n

 , (9)

which will be positive for all establishments with a turnover that is smaller than the
average turnover and negative for the rest. Since turnover is highly correlated with
establishment size, we observe a positive trend for the relative difference when going
from the largest establishments to the smallest. We also find that there is much
more variability in the relative differences.

If an estimate for the specific factor ψ̃1 is available we can correct the estimator
for the reported turnover. The right panel in Figure 1 presents the results based on
the corrected estimate. The relative difference δ again is close to zero for almost all
establishments with more than 85% of the establishments having a relative difference
less than ±0.1%. In fact the estimated turnover never differs by more than ± 8%
from the true turnover. Thus the risk of disclosure is comparable to the risk if
Bartlett’s method is applied.
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6 Conclusions

There is an increasing demand from researchers for access to microdata that have
been collected under the pledge of confidentiality. One promising approach to grant-
ing access without violating confidentiality guarantees is remote access. However,
even though the researcher never has direct access to the underlying microdata, the
approach is not free from the risk of disclosure. In our paper we illustrated this risk
for a specific analysis that is commonly used in the social sciences: factor analysis.
Even though factor analysis is used for information reduction and the potential risk
of disclosure is anything but obvious, we showed analytically that the underlying
microdata could be obtained exactly for any variable for which a set of covariables
can be identified that are uncorrelated with the target variable. This result holds
irrespective of which method is used to estimate the factor scores. Of course no cor-
relation is unrealistic in practice but our empirical example illustrated that a very
close approximation of the true values could be obtained even if a small correlation
exists between the target variable and the other variables used in the factor model.

It is important to note at this point that the intruder will only obtain a full vector
of true reported values. This will not necessarily lead to disclosure if the intruder is
not able to link this information to individual units. Still, most legislations require
that no individual information is released to the public no matter if a direct link
is possible or not. Furthermore, it is often easy to attribute some of the obtained
values to specific units, e.g., the largest turnover in the dataset.

Finally, we want to stress that it is not the aim of this paper to call for a more
restrictive data access. factor analysis is a useful and widely used method that
should be available for researchers in a remote access setting. We only want to
raise the awareness that these kind of attacks are possible if no countermeasures are
taken. Once identified, these attacks can be prevented easily for example by not
reporting individual factor scores since applied analysts are usually not interested
in these scores. Alternatively, if factor scores should be provided, simply checking
the correlation between the factor scores and the variables in the dataset could
be a useful tool for avoiding disclosure. The factor scores can be suppressed, if
the bivariate correlation with any variable in the dataset is higher than an agency
defined threshold, say 0.995. The aim of the paper is to illustrate that data providers
granting access to sensitive data should be aware that there are many ways to obtain
sensitive information without direct access to the microdata using standard analyses
and not all of them are obvious.
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A Derivations of the factor scores if one variable is uncor-
related with the other variables in the model

A.1 The least squares solution

F LS = (Y −M)
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1 0′

0 Λ2

) (
1 0′

0 (Λ′2Λ2)
−1

)

= (Y −M)

(
1 0′

0 Λ2 (Λ′2Λ2)
−1

)

=

 1 ·

 y11 − µ1
...

yn1 − µ1

 f2 , . . . , fp


.

A.2 Barlett’s method

F̂BA = (Y −M) Ψ−1 Λ (Λ′Ψ−1Λ)−1
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A.3 The solution of Thomson/Thurstone

FTH = (Y −M)
(
Λ̂Λ̂

′
+ Ψ̂

)−1
Λ̂
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