UNITED
NATIONS -

Distr.
GENERAL

ECE/TRANS/WP.24/2008/7
ECE/TRANS/SC.2/2008/7
ECE/TRANS/SC.3/2008/2
25 July 2008

Original: ENGLISH

ECONOMIC COMMISSION FOR EUROPE
INLAND TRANSPORT COMMITTEE

Working Party on Intermodal Transport and Logistics
Fiftieth session

Geneva, 6-7 October 2008

Item 6 of the provisional agenda

Working Party on Rail Transport
Sixty-second session

Geneva, 18-20 November 2008
Item 10 of the provisional agenda

Working Party on Inland Water Transport
Fifty-second session

Geneva, 13-15 October 2008

Item 5 of the provisional agenda

TRANSPORT AND SECURITY

Note by the secretariat

l. INTRODUCTION AND MANDATE

1. At its seventieth session (19-21 February 2008),Inland Transport Committee (ITC)
requested its subsidiary bodies to act expediyouglon recommendations prepared by a
Multidisciplinary Expert Group on Inland Transp@ecurity that had been established by the
Committee in 2007 (ECE/TRANS/200, paras. 36-38).
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2. The expert group had been mandated to consamiesport safety and security issues and
establish inventories of regulatory initiatives rational and international level as well as
standards, initiatives, guidelines and best prastiby the private sector. These inventories
(English only) can be accessed at <http://www.urmegérans/main/acll/acll_infO1.html>.

3. The expert group had also been mandated to rerepeommendations and/or proposals
to UNECE Governments for improving inland transpseturity in areas such as infrastructure,
personnel, goods, transport means, informationan@ and borders with a view to minimizing
the risk of terror attacks in the field of inlan@rsport (ECE/TRANS/WP.24/2008/6). These
recommendations have been published as an annefotonal document No. 1 (2008) of the

ITC Bureau in February 2008 <http://www.unece.oegis/doc/2008/itc/BITC-70-inf01le.pdf>.

. ACTIVITIESON TRANSPORT SECURITY BY THE WORKING PARTIES

4. The ITC, in approving the recommendations ofdakpert group, recognized that several
of its subsidiary bodies had already begun to addiridand transport security-related issues and
underlined that further work was to proceed infeedentiated way (ECE/TRANS/200, para. 36).

5. The Working Party on Intermodal Transport andgitbcs (WP.24) had already

considered transport security issues in March 2894 September 2005 and had referred in
particular to the 2004 ECMT study on container gport security across modes

(TRANS/WP.24/103, para. 24; TRANS/WP.24/109, padds45).

6. Similarly, the Working Party on Rail Transpd®G.2) had noted in 2004 that, within its
area of competence, it could contribute towardsingiawareness of the importance of security
in the rail sector. Based on a review of relevintérnational agreements and other legal
instruments in the area of rail safety and secuffiRANS/SC.2/2005/1), the Working Party
decided in 2007 to organize, jointly with the Imational Union of Railways (UIC), a workshop
on rail security as part of its 62. session to ekl in November 2008 (ECE/TRANS/SC.2/202,
paras. 7-8; ECE/TRANS/SC.2/204, paras. 7-8; ECEMNBKC.2/206, paras. 18-19;
ECE/TRANS/SC.2/208, paras. 15-17).

7. Also, the Working Party on Inland Water Transg81C.3) had considered security issues
during its sessions in 2006 and 2007 and, in pdatiic concrete security provisions of inland
waterway infrastructure for possible insertion ibkee European Agreement on Main Inland
Waterways of International Importance (AGN) (ECEANRS/SC.3/2006/7 and Add.1l). The
Working Party had however felt that it was prematiar adopt such provisions as it would need
to be ensured beforehand that such provisions ic@dcwith other initiatives presently
considered in other international organizationsshsas the European Commission and the
International Maritime  Organization (IMO) (ECE/TRAXSC.3/174, paras. 21-22;
ECE/TRANS/SC.3/178, para. 12).
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1. RECOMMENDATIONS OF THE EXPERT GROUP

8. As the recommendations of the expert group wely contained in an informal
document (English only - see above) and in a rgpedented by its chairman to the ITC session
in February 2008, the secretariat is reproducingvbehe main issues considered and the
recommendations made by the expert group as apphlovthe ITC at its seventieth session.

9. The expert group discussed the definition oluggcin relation to safety. The group

considered a broad approach to the security coramggtdefined security for its work as “the
protection of human beings, transport means amgpit infrastructure against unlawful acts of
any kind, including crime, vandalism and terrorismThis broad approach should facilitate
decisions related to cost/effectiveness about inweists to be made for combating terrorism.
The focus of the Group’s work, however, was thedhof terrorist attacks, bearing in mind the
priority of protecting human beings and politiclslity.

10. The expert group also considered the scopis aiquiry. The group kept in mind that, as
the global policy in security matters is in mostloé countries a competence of the Ministers of
Home Affairs and/or Justice, the actions undertaikgthe Ministers of Transport have to be in
line with this global policy. First, whilst proteen of goods is generally ensured by the
transport sector, protection of passengers dep@mdsco-operation between transport sector and
police. Second, “inland transport” was defined twinclude maritime transport. However, in
order not to ignore important maritime/ports linkagsome critical issues that fall outside the
scope of “inland transport” were taken into accouitnally, urban transport should be
considered as a specific aspect of “inland trart§plout it is often run under control of local or
national authorities, without international implicens. However, as urban transport has been
one of the main targets of terrorism during the Mesars, an effort should be made at the
international level to tackle this aspect of traorsggecurity.

11. In terms of recommendations, the expert gragodsed on perceived deficiencies in the
area of inland transport security. First, as decwf passengers, more specifically on urban
transport users, appeared to be neglected at teenational level as compared to efforts
undertaken to enhance security in the area of priah®f goods, there might be a need for re-
balancing. Second, while many protective measalready existed in ports and airports, inland
transport seemed to be relatively under-protectesitd its “open environment”. For example,
security of containers is well ensured within pohst it effectively disappears outside of them.
Inland transport appeared to be the weakest sedulitin today’s supply chain.

12.  Vulnerable points such as rail stations, rajsyaroadways, tunnels and bridges are
difficult to protect, due to their public acceseppared to others transport modes. Therefore, a
support to research in new infrastructure protectechnologies (such as control and detection
systems) is of high importance. Screening and ngettif the personnel working in the inland
transport sector, particularly in or close to catiinfrastructures, could be a relevant means to
reduce the risks.
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13. Third, there is no international body for latvdnsport security, of both goods and
passengers, equivalent to IMO and ICAO (which hdneen instrumental in increasing
worldwide maritime and air security). The existert these two organizations made it possible
to have international standards and rules adoptedagplied worldwide in the maritime and
aviation sectors, including security aspects. Hamkeinternational co-operation takes place in
certain mode-specific professional organizationd anan “International Working Group on
Land Transport Security” created by interested guwvents.

14. Finally, the expert group believed that recomdations in the final report should focus

on the UNECE international legal instruments. this context, all UNECE transport subsidiary
bodies should begin, as appropriate, work towargt®rporating security provisions in the

relevant legal instruments. They should also erantihe implementation of existing security
provisions and to evaluate if they are sufficientn particular, in the area of transport of

dangerous goods, WP.15 with other relevant intemnak organizations could evaluate the
implementation of Chapter 1.10. In general, subsydbodies should explore cost effectiveness
of the existing and/or future security provisions.

15. The expert group’s terms of reference stipulai@t the group is “to prepare in a
coordinated manner recommendations and/or propadsalthe UNECE Governments for
consideration by the ITC for improving inland trang security innter alia the following areas
of activity: infrastructure, personnel, goods, samrt means, information exchange and
borders.” Moreover, the Terms of Reference sthtg tthe above recommendations and/or
amendments to existing legal instruments shauley alia, be aimed at minimizing the risk of
terror attacks in the field of inland transport...”.

16. In line with this mandate the expert group adren the following recommendations:

(@) The expert group invites all UNECE member Staaed other interested parties to
provide the secretariat with up-to-date informatadrout inland transport security regulations
and initiatives in order to complete and maintdie inventories of national legislation and
regulations, international regulatory initiativesdgprivate sector standards and best practices.

(b) The expert group recommends that all subsidiadies of the ITC review international
legal instruments under their respective areaggibansibility. As a first necessary step, each
subsidiary body will place “transport security” tire agenda of its first session after 20 February
2008.

(c) The reviews — by each subsidiary body - wikessarily include the following elements
and be undertaken in order to:
(i) create an inventory of the existing securityasigres;

(i) provide a clear rationale/justification why eife exist no security measures, if
appropriate;

(i) provide a preliminary evaluation concerninlget appropriateness/sufficiency of the
existing security measures;
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(iv) examine the effectiveness of the implementabbthe existing security provisions;
(v) create a list of potentially desirable addiabeecurity measures;
(vi) explore the cost effectiveness of future sgguyrovisions.

(d) The expert group recommends that chairmen IO0BECE subsidiary bodies provide
preliminary written reports on their findings nattér than two months prior to the 2009 ITC
session. The reports should be sent to the Direttine UNECE Transport Division.

(e) In addition to work on recommendations (b), &d (d), as appropriate, subsidiary
bodies of the ITC should begin and/or continue wioskards incorporating security provisions
in the relevant international legal instrumentseamtieir responsibility.

) All subsidiary bodies should explore the relev@/applicability of the draft annex IV to
the AGN agreement to be used as a possible approach

(9) In the area of transport of dangerous goods,1&HRvith assistance of other relevant
international organizations should assess the imgrgation of Chapter 1.10 of ADR, ADN and
RID.

(h) The expert group recommends that ITC deledgaties note that Russia, with assistance
of the UNECE, may convene an international confegen address issues of future co-operation
in inland transport security.

(1) Other areas of possible future security workUIYECE subsidiary bodies could include
the following inland transport areas: containerusig beyond maritime/ports; public urban
transport security, critical transport infrastruetyrotection and research in the area of transport
security technology.

()] In order to take stock of the above work, thgpext group should be re-activated for a
two-day session prior to the 2009 session of ti@& IT

IV. ACTION TO BE TAKEN BY THE WORKING PARTIES

17.  As requested by the ITC, the Working Partiesy mash to review the above
recommendations in light of their earlier considierss on transport security in order to allow
their chairmen, as requested, to inform the mutiglinary expert group and the ITC on the
position of the Working Party.



